
 

Title: Identifying and ranking barriers appendix for “Structured expert elicitation on disinformation, misinformation, 
and malign influence: Barriers, strategies, and opportunities” 
Authors: Ariel Kruger (1), Morgan Saletta (1), Atif Ahmad (2), Piers Howe (3) 
Date: December 19th, 2024 
Note: The material contained herein is supplementary to the article named in the title and published in the Harvard 
Kennedy School (HKS) Misinformation Review. 

 

Appendix D: Identifying and ranking barriers 

 
Figure D1. Expert panel agreement with statements describing barriers that significantly impact combatting and/or building 

resilience to DMMI.  
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Reliance on the ‘Information Deficit’ model signficantly impacts the ability to 
combat and/or build resilience to DMMI.

The Information Deficit Model, while incomplete, contributes to a useful
understanding of DMMI.

The lack of enforcement and penalties for creating or spreading DMMI
significantly impacts our ability to build resilience to it.

The relative shortage of quality journalism, coupled with the prevalence of
DMMI in certain information spheres, significantly hinders our ability to build…

The lagging scientific understanding of DMMI impacts our ability to combat or
build resilience to DMMI.

The lack of engaging, tailored support for communities is a major challenge to
combatting or building resilience to disinformation.

Insufficient technical understanding of DMMI within politics is a significant
challenge to combatting or building resilience to it.

The lack of political will to address the issue and support prevention efforts is a
significant challenge to combatting and building resilience to DMMI

Access to timely, factual information is a significant challenge to combatting or
building resilience to DMMI.

The lack of appreciation/understanding of the scope and scale of DMMI is a
significant challenge to combatting or building resilience to DMMI.

The improvements in and growing use of artificial intelligence is a major
challenge to combatting or building resilience to DMMI

Lack of engaging, quality education in media literacy/critical thinking is a major
challenge to combatting or building resilience to DMMI

The growing gap between DMMI technologies and regulation/prevention is a
significant challenge to combatting or building resilience to DMMI

The relative inattention paid to non-English language DMMI significantly
impacts our ability to combat or build resilience to DMMI.

The worsening political/ideological divide in society significantly impacts our
ability to build resilience to or combat DMMI.

The current incentives (financial or otherwise) for creating or sharing DMMI are
a significant challenge to building resilience to or combatting DMMI

Cognitive or emotional biases/vulnerabilities have a significant impact on our
ability to combat or build resilience to DMMI

A significant challenge to combatting and building resilience to DMMI is that the
politicians capable of addressing the issue often traffic in it for their own…

Inadequate understanding of the causes and effects of DMMI presents a
significant challenge to building resilience to or combatting DMMI.

Distrust in institutions and media significantly impacts combatting or building
resilience to DMMI.

The increasing use of DMMI by malicious (state) actors presents a significant
challenge to combatting or building resilience to DMMI.

Factors that significantly impact the ability to combat and/or build resilience to DMMI.

Strongly disagree Somewhat Disagree Neither agree nor disagree Somewhat Agree Strongly agree
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Figure D2. Results of the exercise where the expert panel was asked to select five barriers with the most impact and then 

rank those selected in terms of the highest impact. 
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The Information Deficit Model, while incomplete, contributes to a useful
understanding of DMMI.

Reliance on the ‘Information Deficit’ model negatively impacts our ability to 
build resilience to or combat DMMI

The lack of enforcement and penalties for creating or spreading DMMI
significantly impacts our ability to build resilience to it.

Insufficient technical understanding of DMMI within politics is a significant
challenge to combatting or building resilience to it.

The lagging scientific understanding of DMMI impacts our ability to combat
or build resilience to DMMI.

The lack of appreciation/understanding of the scope and scale of DMMI is a
significant challenge to combatting or building resilience to DMMI.

The improvements in and growing use of artificial intelligence is a major
challenge to combatting or building resilience to DMMI

Access to timely, factual information is a significant challenge to combatting
or building resilience to DMMI.

The lack of engaging, tailored support for communities is a major challenge
to combatting or building resilience to disinformation.

The growing gap between DMMI technologies and regulation/prevention is a
significant challenge to combatting or building resilience to DMMI

Inadequate understanding of the causes and effects of DMMI presents a
significant challenge to building resilience to or combatting DMMI.

The increasing use of DMMI by malicious (state) actors presents a significant
challenge to combatting or building resilience to DMMI.

The lack of political will to address the issue and support prevention efforts
is a significant challenge to combatting and building resilience to DMMI

The relative shortage of quality journalism, coupled with the prevalence of
DMMI in certain information spheres, significantly hinders our ability to…

The current incentives (financial or otherwise) for creating or sharing DMMI
are a significant challenge to building resilience to or combatting DMMI

Lack of engaging, quality education in media literacy/critical thinking is a
major challenge to combatting or building resilience to DMMI

A significant challenge to combatting and building resilience to DMMI is that
the politicians capable of addressing the issue often traffic in it for their…

The relative inattention paid to non-English language DMMI significantly
impacts our ability to combat or build resilience to DMMI.

The worsening political/ideological divide in society significantly impacts our
ability to build resilience to or combat DMMI.

Cognitive or emotional biases/vulnerabilities have a significant impact on our
ability to combat or build resilience to DMMI

Distrust in institutions and media significantly impacts combatting or
building resilience to DMMI.

Number of times barrier was selected as having signifcant impact over the next five years.

Ranking barriers in terms of impact over the next five years.

Fifth Rank Fourth Rank Third Rank Second Rank First Rank


