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Research questions

e How prevalent is image-based misinformation on WhatsApp?
e What are common types of images carrying misinformation?
e How robustly can we detect image-based misinformation with machine learning methods?

Essay summary

e We collected a large dataset of images from thousands of public WhatsApp groups in India. We
annotated a sample of these images with the help of journalists.

e Based on this annotation, we find that image misinformation is highly prevalent on WhatsApp
public groups, making up 13% of all images shared on these groups.

e We quantify how images are being used to spread misinformation by categorizing the types of
image misinformation, finding three main classes: images taken out of context, photoshopped
images, and memes.

e Based on our findings, we developed machine learning models to detect misinformation. While
the results can sometimes appear promising, these models are not robust to changes over time.

' A publication of the Shorenstein Center on Media, Politics and Public Policy at Harvard University's John F.
Kennedy School of Government.
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e This is the first work to study misinformation on WhatsApp and in the form of images at scale.
Given the increasing importance of WhatsApp and other encrypted messaging services in our
lives, such findings help in developing technology and policy.

Implications

While group messaging services — most notably WhatsApp — clearly provide value to billions of people,
misinformation spreading there has been the proximal cause of social unrest and violence. However, it
has been difficult to systematically study misinformation on WhatsApp because of the semi-closed nature
of the platform; thus, there is a substantial gap in our knowledge of the prevalence, typology, and
detectability of misinformation on WhatsApp. Also, given that a large fraction of the messages shared on
WhatsApp are images, understanding the prevalence of misinformation in such modalities is an important
task. This paper tackles several novel problems, each of which have their own challenges.

Challenges in obtaining data.

Collecting and characterizing data at the scale we did is not trivial. Our data consist of publicly shared
WhatsApp messages, specific to India, and hence are subject to various biases. We may be missing, e.g.,
fringe, extreme content, which might not be discussed in open groups. There are likewise important
ethical considerations in obtaining such data, for which there are no agreed upon norms in the research
community. Nonetheless, this new data allows us to better study the prevalence of image
misinformation, and macro patterns of coordination across groups.

Challenges in annotation.

We worked with journalists to annotate a sample of images, which included over 800 misinformation
images. We estimate that approximately 13% of image shares in our dataset are misinformation. The
annotation of image misinformation is challenging in large part because it needs expertise in fact checking
and an image can be misinformation or not based on the context in which it was shared and the time
when it was shared.

We built special interfaces to enable the annotation that include context while protecting the privacy
of the users. However, our annotation only covers a very small subset (0.1%) of all the images in our
dataset, though we oversampled highly shared images. Even with such a small set, the annotations help
in the characterization of the types of misinformation images, which in turn helps us understand the
underlying motivations and potential methods to prevent the spread of such misinformation.

Challenges in detecting image misinformation.

We characterize the prominent types of image misinformation and find that three categories of images
make up almost 70% of misinformation shared in our dataset. Of those, detecting out-of-context images
might be feasible using existing state-of-the-art techniques. We can easily recover images which are near
duplicates, and can identify if an image has been shared in the past and flag images for potential
misinformation if shared out of context. Identifying photoshopped images is hard, even manually
(Nightingale et al. 2017). State-of-the-art image processing techniques exist to detect manipulated JPEG
images (Wu et al. 2019). We tried using these techniques to identify if an image has been digitally
manipulated, but these tools were not particularly useful here. These tools confuse genuine
photoshopped images with memes, which are also "doctored" in a sense, with someone adding a piece
of text or a color when creating a meme.
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We also found that misinformation images have certain peculiar characteristics, in terms of their sharing
and spreading characteristics compared to non-misinformation images (cf. Vosoughi et al. 2018, Friggeri
et al. 2014). We trained machine learning models to identify misinformation and show that though most
models do better than a random guess, they are not close to being deployable. Notably, we find that
content-based classifiers are not robust to the choice of training data, with performance degrading across
time periods.

What next?

How do the insights presented in this paper make a difference? Firstly, the typology of image
misinformation and the insights presented in our paper will be helpful to regulators, technology
companies, civic campaigners, and those interested in media literacy and political communication. There
are three main stakeholders in solving the issue of misinformation.

(i) Technology: We find that old images taken out-of-context do constitute a large fraction of image-based
misinformation. Using this finding, a simple feasible technical solution to tackle part of the problem is to
create a common repository of old images and fact-checked images, which could be queried to check if
an image was already shared in the past. Our machine learning models to detect image misinformation
also show promise, indicating that there is scope for automated classifiers.

(ii) Users: One important missing piece in our work is to understand why users share misinformation.
More qualitative (e.g., Banaji & Bhat 2019) and psychological (e.g., Pennycook & Rand 2019) studies are
needed to understand the why. These studies could be used to educate users and to develop interventions
to solve the problem of users encountering misinformation. This could include, for instance, labeling
misinformation which has already been fact checked and/or preventing their further spread.

(iii) Platforms: Ultimately, since WhatsApp is a closed platform, any technique that is developed to detect
and debunk misinformation can only be implemented by WhatsApp/Facebook, which should build tools
necessary to help users identify misinformation effectively.

After all, there may not be a concrete solution just based on one of these three stakeholders that solves
the misinformation problem. A more plausible solution could be a mix of technical, social and policy based
ideas.

Findings

Finding 1: Image misinformation is highly prevalent in public political WhatsApp groups.

In order to understand the problem of image misinformation, we had 2,500 images manually annotated
by three independent journalists. The 2,500 images consists of two sets: (i) a random sample of 500
images taken from our 1.6 million images (random), and (ii) a set of 2,000 most shared images from our
data (popular). We sampled these two sets differently in order to get a sense of the underlying distribution
of misinformation in the rest of the dataset. We asked the annotators to select from 4 options: 1.
Misinformation, 2. Not misinformation, 3. Misinformation already fact checked, 4. Needs concrete fact
checking (unclear) (see Methods for details). We also grouped together similar images into clusters, using
an image hashing technique that identifies perceptually similar images (Klinger & Starkweather 2010).
First, we compute the prevalence of the various types of misinformation in both the samples (popular
and random) and populations of interest. The first two columns of Table 1 show simple proportions of the
two types of labeled samples given each majority label. As might be expected, previously fact-checked
misinformation is much more common among the most popular images (that is, image clusters),
compared with the random sample. In order to estimate the prevalence of these types of images in the
broader set of images in the monitored groups, we used standard inverse probability weighting (IPW)
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estimators and associated standard errors that are widely used in survey sampling to estimate these
proportions (Sarndal et al. 2003, Lumley 2004). First, we can estimate prevalence among all unique images
(i.e., image clusters). Because this gives equal weight to all images, the results are very similar to the
random sample. We find that approximately 10% of image shares are obviously (to journalists)
misinformation, with 3% more being misinformation that has been previously fact-checked. Clearly,
misinformation makes up a substantial portion (13%) of all image sharing in these political groups, even if
we are unable to conclusively label many images as misinformation or not.

Table 1: Prevalence (%) of image types. The first two columns are for the two samples of labelled images. The second two use
sampling weights to estimate prevalence in the population of all unique image clusters and the population of image shares. The
latter uses post-stratification on percentiles of the number of times shared. Standard errors are given in parentheses.

Image type popular  random  clusters shares

| ] ] ] ] 1
Fact checked misinfo 7.0(0.6) 2.6(0.7) 2.6(0.9) 3.2(0.7)

Misinfo 18.8(0.9) 10.7(1.4) 9.3(1.5) 11.1(1.2)
Not misinfo 39.4(1.2) 43.5(2.2) 46.2(2.6) 43.5(2.1)
Unclear 349(1.1) 43.3(2.2) 41.8(2.6) 42.2(2.1)

Finding 2: Most image misinformation falls into three categories: old images taken out of context, memes
and photoshopped images.

Qualitative analysis of the image types reveals that the misinformation covers a wide spectrum of images
including historic & religious myths, nationalism and political memes. Many images convey a sense of
immediacy, and shock value (violent/graphic images) which makes them spread faster. We created a
typology of the various types of image based misinformation. This will help us understand the different
types of deception used.

Based on manual coding, we were able to identify 3 main types of images:
(i) Old images that are taken out of context and reshared,
(i) images which are manipulated/edited,
(iii) memes - funny, yet misleading images, containing incorrect stats or quotes, and,
(iv) other types of fake images, consisting of health scares, fake alerts, superstitions, etc.

We should note that this is not an exhaustive list of categories and could be specific to our dataset.

We find that old images that are taken out of context, also termed cheap or shallow fakes (Paris &
Donovan 2019) make up roughly 34% of our misinformation image dataset. The next popular category is
memes with fake quotes or statistics which make up 30% of the images, followed by simple doctored (i.e.,
photoshopped) images, which make up roughly 10% of the images. Note that just the top three categories
of misinformation constitute over 70% of the images. Examples of each category of such images is shown
in Figure 1. This characterization is similar to the qualitative characterization by (Hemsley & Snyder, 2018).
Note: The images in the image manipulation category were deceptively manipulated to appear real. For
instance, the image in Figure 1 (top, center) is a manipulated image of a TV news program. It is factually
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incorrect, but more importantly, it has been deceptively edited to appear real. By memes, we mean
images which have factually incorrect text overlaid or a combination of image and text which when looked
at together conveys factually incorrect information. These are not deceptively edited.

The characterization of the images presented above helps us in two ways:
(i) To understand the motives behind posting. For instance, note that out of these three major types, two
of them — photoshopped images and creating memes — require concerted effort to do at scale.
(ii) To develop automated techniques to identify misinformation in images. For instance, the out-of-
context images are easy to detect using image hashing techniques, if they make use of images that appear
in a database of content already shared in the past. Similarly, advances in computer vision techniques (Wu
et al. 2019) and image processing (Lee & Osindero 2016) to identify text in images can be used to detect
manipulated images. Since each of these types make up a significant portion of the misinformation, even
trying to identify a subset of such images automatically would be immensely helpful.

BREAKING NEWS
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Figure. 1. Typs of }Bisinformdtion. eft, top/bottom) Images taken out of context — both these are old images claimed to be a
result of India's attack on Pakistan; (center) Photoshopped images of (top) doctored screenshot of a TV news program and
(bottom) a politician browsing porn; (right) Fake quote by Bill Gates, and a fake poll by BBC.

Finding 3: Automatically identifying misinformation images is non-trivial and brittle.

Next, we try to answer the question: Can we identify whether an image is misinformation or not, based
on its contents, how it spreads, where it spreads, and who spreads it? To that end, we built machine
learning models based on various features extracted from our data. We also check whether some of the
sub-categories of image misinformation presented above are easier to detect automatically.

We consider a binary classification task of predicting if an image is misinformation or not. For this task,
we create a wide range of features (i.e., predictors), which primarily come under two categories: (i) image
metadata features: how it spreads, where and when it spreads, and who spreads it, etc., and (ii) image
content features: properties inherent to the content of the image. See the Methods section for details on
the features. We compare between three sets: misinfo (misinformation images labeled by experts), not
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misinfo (images labeled specifically as not misinformation by experts), and random (randomly sampled
unlabeled images).

Table 2 shows the accuracy of a classifier making use of just metadata features. A random prediction
would give an accuracy of 0.5.

We make a few observations:
1. Detecting misinformation images from random images is easier, with a much higher accuracy;
2. Even for not misinfo, most features perform slightly better than random, with the web entities
feature outperforming the others;
Combination of all the features does not improve the performance much.
4. These numbers indicate that there is a weak signal in the way misinformation images spread,
being posted in a certain set of groups by a certain set of users.

w

Table 2: Classification using metadata features

Misinfo vs. Not Misinfo Misinfo vs. Random

Groups 0.65 0.82
Users 0.65 0.78
Time 0.57 0.77
Web domains 0.59 0.75
Web entities 0.72 0.84
Overall 0.67 0.85

Next, we compare the performance of our models built using features extracted from the content of the
image. These features were extracted using computer vision techniques and other publicly available tools
like the Google Cloud Vision API to extract objects and faces from the image. The best accuracy we could
obtain from this task was just slightly better than random (accuracy 0.57, 0.71 for misinfo vs. not misinfo
and vs. random respectively). On the other hand, a state of the art deep learning model (pre-trained
ResNext model) performs very well, even reaching over 0.95 in some cases.

To ensure that the results we obtained are robust, we split the images into different sets based on
when they were shared. We find that when testing on images with different time periods, metadata
features are robust and do not change much irrespective of what the training/test dataset is. However,
on the other hand, image content related features are fragile and have quite a bit of variance, going as
low as 0.55 from 0.95. A lot of work in the area of predicting "fake news" regularly reports over 85%
accuracy (Gupta et al. 2013; Monti et al. 2019; Khattar et al. 2019). Our results indicate the importance of
testing the robustness of such approaches, especially for black box models.

Finally, we checked whether our machine learning models are better at identifying the three major
types of image misinformation: out-of-context images, memes, and manipulated images. We find that
identifying out-of-context images works better by using the web domains feature with an accuracy of 0.78
for the misinfo vs. not misinfo task (compared to 0.59 for all the images). This is expected since this feature
captures where else on the web this image appeared in the past, and out-of-context images are typically
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more likely to have appeared in low quality or fact checking websites, which makes them easily
discernible. We do not observe any significant differences in accuracy for detecting manipulated images
or memes, even using features specific to those images, whether features from a recent paper that
detects potentially manipulated pixels (Wu et al. 2019) or features about text in the image (see Methods).

Methods

Data collection

Our analysis relies on a large dataset that we obtained from public groups on WhatsApp?. Specifically, we
focus on public groups discussing Indian politics. Lists of such public groups are advertised through
dedicated websites® and social media. The use of public groups has become a de facto way for political
parties to reach a new audience, who are only available through WhatsApp. Surveys have shown that such
groups are very popular in India (Lokniti 2018) and Brazil (Newman et al. 2019). We obtained groups
related to politics in India by manually searching for keywords related to all major national & regional
political parties and religious groups and their prominent political leaders, looking for data on Facebook,
Twitter and Google. All the related chat.whatsapp.com links that were obtained were then manually
screened and we removed any link that was not deemed to be politically relevant.

We joined and obtained data from over 5,000 political groups using the tools provided by (Garimella
& Tyson 2018). From these groups, we obtained all the text messages, images, video and audio shared in
the groups. For each group, we also know the members of the group, and the admin(s) of the group. We
collected over 5 million messages shared by over 250,000 users over a period of 9 months, from October
2018 to June 2019. Given high profile events such as the Indian national election, India/Pakistan tensions,
etc, data from political groups during this period is extremely insightful. The data covers all the major
national and regional parties, and affiliated religious groups, with over 10 languages represented. Roughly
half of the content is in Hindi, followed by English, Telugu and other regional languages. Roughly 41% of
the data is text, 35% images, and 17% video. In this paper, we only focus on images, since images were a
dominant modality of information sharing on WhatsApp. In total, our dataset consists of 1.6 million
images.

An important point to note about our data is the biases in sampling the groups. Since WhatsApp does
not provide a way to search available groups, it is difficult to estimate the bias in our sample. A large
fraction of the groups in our data (24.4%) apparently belong to the BJP (the party currently in power) and
other unofficial religious groups loosely supporting the BJP. We could not find many groups from the main
opposition party, Indian National Congress, which only accounts for 5% of the groups in our data. This bias
could just reflect the lack of a coordinated WhatsApp strategy for the Congress®. Also note that given this
bias in sampling, the results from our analysis (e.g. prevalence of misinformation images) are only
applicable to this dataset and may not generalize to the broader WhatsApp population.

Annotating the images for misinformation
We manually annotated a sample of 2,500 images with the help of three professional journalists. The
journalists are experts in fact checking and regularly report on digital platforms. The 2,500 images were

2 Any group on WhatsApp which can be joined using a publicly available link is considered a public group.

3 https://whatsgrouplink.com

4 https://www.livemint.com/politics/news/how-smart-viral-content-helped-bjp-trump-congress-on-social-media-
1559663323348.html
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chosen to contain both a random sample of 500 images, and a set of 2,000 popular (most shared) images
from our data. This effectively oversamples popular images while also enabling estimating prevalence in
the full set of images. We built an annotation portal specifically for the journalists to view and annotate
the images. Figure 2 shows the annotation portal. The portal shows an image and the annotators select
from a set of four available options. Tools to check the image in the chat context in which it was shared,
and to reverse image search were provided.

The annotators had the following instructions: For each image, first check if it has already been fact
checked by clicking on the “Image Reverse Search' option to check where it has appeared on the web
(using Google reverse image search). If you find the image already fact checked to be false in popular fact
checking sites, please report where it was fact checked. If the image has not appeared on the web and is
hard to fact check quickly, please mark the 4th option, needs concrete fact checking. If not, do you know
if the image contains obvious misinformation (or not)? If it is not clear, first click on the "View Context'
button, to show the image in the chat context along with the text with which it was shared (Figure 2a).

Press the corresponding number on your keyboard to | e AT SN
toggle the checkbox. Kindly wait for new image to load
before annotating. P

1. Obviously Not Misinformation il e AT g3 & v & 2 adifls MR ¥ arerete garé Ee) ¥ HRE o SR T &) AR aare

2. Already Fact Checked (Please provide fact Wﬂmimvﬁ‘;ﬁ':wgw:“g%mﬁ:ﬁ‘f ¥ :wﬁftw;“”ﬁs‘m”:&
. g 3 g A s 3

check link in the comments below) [ e

3. Obvious Misinformation B e gk i of e anf 1 6 &

4. Needs Concrete Fact Checking

4 ¥ g TS

Comments:

Submit (Use "Enter’)

Previous View Image
Image Context Reverse

Search

Figure 2. (a) Annotation portal used for annotating misinformation images, (b) Image shown in the chat context in which it was
shared.

We asked the annotators to select from four options: 1. Obviously not misinformation 2. Obvious
misinformation 3. Already fact checked to be false 4. Needs concrete fact checking. The annotators could
select only one option. In case an image is both misinformation and is fact checked, they selected the
latter. The design of the options was due to the following considerations: a. We wanted to get a sense of
the fraction of images that were already fact checked, b. Fact checking is an extremely time consuming
operation for certain cases, and since we employed professional journalists, we could not ask them to
spend a lot of time on each image, given that they had to annotate 2,500 images. So we gave them option
4 above, which they were asked to select only if they were highly uncertain.

For getting a dataset of misinformation images, we combine the obvious misinformation and fact
checked to false categories. The inter-annotator agreement (Fleiss' Kappa) for the three annotators and
three classes (misinformation/not misinformation and needs concrete fact checking) is 0.42 indicating a
moderate level of agreement. In most cases, the disagreement comes from labeling (not) misinformation
as needs concrete fact checking. The Fleiss Kappa for just the two classes (misinformation/not) is 0.78. In
order to make sure that our final labeled dataset is of high quality, we did not consider the small set of
cases with obvious disagreement (one journalist labeling it as misinformation while the other not). This
gave us 605 images which were annotated to be false.
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Fact checked images

We also collected images which were fact checked on popular fact checking websites from India®. By
scraping all the images present on these websites, we obtained close to 20,000 images. By matching the
images from fact checking websites to the millions of images from our WhatsApp dataset using image
matching techniques, we can find examples of fact checked images in our data. To do this, we used state
of the art image matching techniques developed and being used at Facebook®. The matching works by
computing a 256-bit hash for each image. The hashing is done using a technique called perceptual hashing,
which can detect near similar images, even if cropped differently or having small amounts of text overlaid.
This gave us roughly 200 images which were fact checked to be false. We combined this with the above
set manually labeled by us to obtain our final set of misinformation images.

Image clustering

Though images are hard to manipulate, we observe many instances of similar images with slight changes
(e.g. see Figure 3) in our dataset. To combine variants of a similar image, we used the same image hashing
algorithm (Facebook PDQ) to obtain hashes, and cluster the hashes together using the DBSCAN clustering
algorithm (Esteret et al. 1996). This step ensures that we group together images which have similar
content, and hence consider all variants of the image as a single cluster. A similar technique was used by
(Zannettou et al. 2018) to measure the spread of memes in the US. Next, for a given annotated
misinformation image, we include all the variants of images which were clustered together with the image
as potential misinformation. This gave us around 40 thousand image instances corresponding to the 800
clusters, shared by over 13 thousand users.

R RR— a1 weTFOGG P faa B8 FOGG
ok TAEE, ik T,
T.V. @era? a@r T.v. Wi awt T.V. Terse at T.V. Wea aal
INDIAN ARMY P14 4% INDIAN ARMY T/ R e INDIAN ARMY 1¥
e T zET R ! w e TR ! F———— mwm%-\
¥

Figure 3. Four examples of the same image with different characteristics, clustered together using Facebook PDQ hashing:
(a)image with a border added, (b) image with a red watermark, (c) image with a different background, and, (d) image with a
different color filter applied and a red logo added.

Prevalence estimation

Note that we only annotated 2,500 images (2000 popular, and 500 random) from our entire dataset of
millions of images. In order to estimate the prevalence of these types of images in the broader set of
images in the monitored groups, we combine these samples for estimation and inference. In particular,
the combined sample has positive (but heterogeneous) probability of including any image, so we can use
standard inverse probability weighting (IPW) estimators and associated standard errors that are widely
used in survey sampling to estimate these proportions (Sarndal et al. 2003, Lumley 2004). More
interestingly, we can also estimate prevalence among image shares, which reflects the chance that a
random image share is of each type. For these estimates, we additionally post-stratify on percentiles of
number of image shares to increase precision.

5 Websites like altnews.com, boomlive.in, smhoaxslayer.com, etc.
6 Called Facebook PDQ hashing. Details here: https://github.com/facebook/ThreatExchange/blob/master/hashing/hashing.pdf
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Machine learning models
To detect whether an image contains misinformation or not, we built machine learning models based on
various features extracted from our data. The features can be grouped into two types: (i) Metadata
features, which look at only information about the spread of the image in our data, and (ii) content
features, which look at the content of the images. The class distribution is balanced using the Synthetic
Minority Oversampling Technique (Chawla et al. 2002). So a random prediction would have an accuracy
of 0.5.

Metadata features: We used various types of metadata features of the images such as:
(1) Spread features: (i) Groups in which the images were shared, (ii) users who shared the images, and (iii)
how many times the image was shared.
(I1) Time features: (i) total time span of the image (difference in days between the first and last share),
and (ii) average time between shares (a measure of virality).
(111) Web features: (i) We used reverse Google image search to get a list of domains on which the image
appears and used the list of domains as a feature, (ii) We also used the "web entities" end point from the
Cloud Vision API’, which returns entities found on the web related to the image.

Now we check if there are any differences in the content of the images between the three classes.
We primarily used Google's Cloud Vision API to process and extract image content features.
Cloud Vision API provides tools to identify objects and text in the image effectively, and works quite well
even for non-English text. We obtained the features related to objects, text and faces from the image.

Specifically, we extracted the following features:
(1) Safe Search features: detects whether the image contains violence, racy, adult, etc.®
(1) Objects features: detects what objects are contained in the image.
(1) Text features: Identifies text in the image (OCR) and if text exists, we create a tf-idf vector of
the bag of words from this text.
(IV) Face features: For images with faces, we extract facial features, like whether the person is
angry, surprised, smiling, etc.
(V) Color features: Identify the dominant colors in the image.

In addition to the content features from Cloud Vision, we also obtained the fraction of pixels in an image
that have been manipulated (Wu et al. 2019) and used a pre-trained convolutional neural network (CNN)
trained with Facebook's ResNext architecture. We used a publicly available model® provided by PyTorch
pre-trained on ImageNet. The model is trained to predict one of the 1,000 ImageNet classes, given an
image. For each image, we just consider the last layer of the model, a 1000-dimensional vector, indicating
the probability of the image belonging to one of the 1,000 ImageNet classes as the features. We also
included the text that was posted along with the image. To do this, we first obtained Doc2vec embeddings
for text before and after the image. This gave us a 200 dimensional feature vector for text before and
after each image. We tested multiple classifiers using the above features and chose a Random Forest
classifier since it provides the best accuracy. All results reported are the mean of a 10 fold cross validation.

We also tested the classifiers on the three types of image misinformation: images taken out of context,
memes and manipulated images. Our expectation was that these features, specifically engineered for a
specific type of misinformation would help in detecting that subset of misinformation images. We
hypothesize that the following category specific features would work well. (i) Out-of-contextimages: Web
domains. Web domains indicate the domains which are returned on a Google reverse image search for

7 https://cloud.google.com/vision/docs/detecting-web
8 https://cloud.google.com/vision/docs/detecting-safe-search
° https://pytorch.org/hub/facebookresearch_ WSL-Images_resnext



Roozenbeek, van der Linden, Nygren 11

the image. Out-of-context images are typically shared by low quality domains or by domains which might
have fact checked the image. Typically such low quality or fact checking domains are not returned for
other categories of images, (ii) Manipulated images: We used a state of the art computer vision technique,
which detects pixels which might have been manipulated (Wu et al. 2019). From this, we computed the
fraction of pixels in an image which could have been manipulated. The intuition was that this fraction
would be higher for manipulated images. However, the technique fails in our case since a lot of images
which do not fall into this category are also falsely labeled as manipulated (see Figure 4 for an example),
and, (iii) Memes: text on the image. Memes contain a lot of text on them. This category mostly contains
memes with false quotes and statistics. The idea was that using text related features (e.g. tf-idf vectors),
we could identify such false text.
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Figure 4: Manipulated pixels detected using Mantra-net (Wu et al. 2019). The image on the left is clearly manipulated. The tool
detects this manipulation and highlights the manipulated pixels. Using the fraction of manipulated pixels, we can identify this
image is photoshopped automatically. However, the image on the right is a benign greeting, where some "manipulation"” was
done (adding text on a plain background). The tool identifies all the text and graphics added as manipulated pixels, and is unable
to distinguish between these two types of manipulation.
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