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Identifying patterns to prevent the spread of
misinformation during epidemics

This paper discusses patterns of public health misinformation observed during infectious disease
epidemics. Specifically, we group epidemic-related misinformation into four categories: transmission,
prevention, treatment, and vaccination. By developing tools, algorithms, and other resources around these
categories, institutions, companies, and individuals can proactively limit and counter the spread of
misinformation and its potential negative health effects.
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Four categories of public health misinformation in the time of COVID-
19

Health misinformation (i.e., unsubstantiated claims about health and wellness in their many forms) has
the potential to harm the public’s health and is considered a major threat to global public health (Chou et
al., 2018; Seymour et al., 2015). The framing and proliferation of health misinformation is motivated by
many factors including the subject matter, the culture, and network dynamics. Studies suggest that the
spread of misinformation varies by topic and that certain demographic groups and communities might be
more susceptible to misinformation than others (Barthel et al., 2016; Térnberg, 2018; Vosoughi, et al.,
2018). Misinformation is particularly destructive for vulnerable populations as they live in more precarious
conditions. Additionally, individuals might be exposed to different types of misinformation based on their
information-seeking patterns or due to data voids (Marwick & Lewis, 2017; Nsoesie et al., 2020;
Golebiewski & Boyd, 2018). This is especially true during outbreaks of novel or emerging diseases, such as
COVID-19 where much is unknown about the virus and vaccines or treatments do not yet exist.

It is difficult to quantify the impact that misinformation is having on efforts to control COVID-19 in
countries around the world. While research linking misinformation to public health decision-making is
emerging, there have been multiple past instances where misinformation has been associated with
negative public health outcomes, including the spread of Ebola, and re-emergence of vaccine-preventable
infectious diseases in the United States and Europe (Chou et al., 2018; Allgaier & Svalastog, 2015; Oyeyemi
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et al., 2014; Pathak et al., 2015; Roberts et al., 2017; Gyenes & Mina, 2018; Larson, 2018). Misinformation
about vaccines are usually linked to identity and beliefs, and can be considered chronic because they
require continual attempts at correction (MacPherson, 2018). In contrast, most misinformation
encountered during the COVID-19 pandemic can be classified as acute, meaning it can be corrected with
scientific facts from trusted sources, such as the World Health Organization (WHO). However, whether
acute or chronic, misinformation can lead to actions or changes in attitude that can impede the control of
COVID-19 around the world. In an effort to better understand misinformation about COVID-19 and its
consequences, we present a simple framework that can help us identify different types of misinformation
related to COVID-19.

Transmission

False claims about how the COVID-19 virus spreads from person to person have been spreading since the
start of the epidemic in China. There have been rumors that the new coronavirus is a bioweapon, or
purposely released by the United States Army in China (Field & Krzyzaniak, 2020; Myers, 2020). Analysis
of the genome of the virus suggests that it was not constructed in a lab (Andersen et al., 2020). Some
people have blamed people from China for spreading the virus, which has led to racist attacks and
harassment (Tavernise & Oppel, 2020). These claims are untrue. COVID-19 is an infectious disease that is
mostly transmitted from person to person through droplets or discharge from an infected person’s cough
or sneeze. Any person who has not yet had the disease can become infected if they are exposed. While
older people and those with pre-existing diseases such as chronic respiratory disease, cancer, diabetes,
and cardiovascular diseases are more at risk of developing severe illness, any susceptible person can
become infected when exposed to the virus (World Health Organization, 2020a).

Similar types of misinformation as those mentioned in the previous paragraph have been observed
during other infectious disease outbreaks. For example, during the Zika epidemic in Brazil, there were
misperceptions that the Zika virus was spread by genetically modified mosquitoes, and increases in
microcephaly were due to larvicides in prenatal vaccines and drinking water (Carey et al., 2020;
Venkatraman et al., 2016). Zika virus disease is transmitted by infected mosquitoes and was first identified
in Uganda in 1947 (World Health Organization, 2018). Persons infected during pregnancy can give birth to
infants with congenital Zika syndrome, which includes microcephaly and other congenital malformations.
A difference between COVID-19 and Zika is that the coronavirus is new, and we are constantly learning
new information about the virus. In fact, as a result of new information and our rapidly developing
understanding of the virus, the general public can be confused and more susceptible to the influence of
misinformation. For example, prior to studies showing that asymptomatic individuals might spread the
coronavirus, it was assumed that asymptomatic individuals were not a major driver of spread based on
what is known about other coronaviruses and influenza (Bai et al., 2020; Rothe et al., 2020).

Prevention

Misinformation on prevention tends to focus on encouraging or promoting certain behaviors claiming
they will stave off infection. For example, misinformation on WhatsApp claims that eating onions or
alligator peppers multiple times a day will prevent coronavirus infection. Although onions and alligator
peppers have nutritional value, the claims that these spices can prevent coronavirus disease is false. These
types of misinformation might appear harmless but could have negative effects on health for several
reasons. People who believe these claims might refrain from following scientifically supported
preventative recommendations from the WHO or other trusted sources because of the assumption that
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these claims are sufficient on their own. These types of misinformation tend to spread within networks of
friends and family on WhatsApp and other digital platforms. If not addressed, harmful information spread
by the same sources can lead to more severe health impacts.

Treatments

The Food and Drug Administration (FDA) has issued warnings to companies against selling medications
falsely claiming to treat or prevent COVID-19 (FDA U.S. Food & Drug Administration, 2020). The specific
products mentioned include colloidal silver, chlorine dioxide products, tinctures, teas, and essential oils
(FDA U.S. Food & Drug Administration, 2020). Such warnings by the FDA are critical in stopping the spread
of misinformation and the potential negative health effects that erroneous treatments can produce. For
example, during the Ebola epidemic in West Africa, at least two people died in Nigeria after drinking salt
water, which was purported as a treatment for the disease (Onyeonoro et al., 2015; World Health
Organization, 2014). Similarly, misinformation distributed on digital platforms during the Yellow fever
epidemic in Brazil claimed that the illness could be cured by consuming certain medicinal plants such as
the pawpaw fruits, cinchona officinalis, or using homeopathic treatments (Ortiz-Martinez & Jiménez-
Arcia, 2017). People who rely on such unfounded treatments can delay seeking verified medical services
which can lead to more severe manifestations of the disease or death.

Vaccination

Vaccines can prevent illness or reduce the risk of severe illness (Centers for Disease Control and
Prevention, 2019). However, we choose to discuss vaccine misinformation separately from prevention
because we do not yet have a vaccine against COVID-19. In a study characterizing Zika vaccine
misinformation, the authors noted that the lag time it takes for vaccine development and approval can
mislead and spread unnecessary fear and skepticisms on vaccines which can lead to vaccine refusal
(Dredze et al., 2016). Although vaccines are not yet available for COVID-19, there are already conspiracy
theories on social media platforms that claim vaccines are meant to spread the disease. Similar
misinformation has been observed during other epidemics. During the Zika epidemic in the Americas,
people seemed to have an increased interest in pseudo-scientific theories on the Zika vaccine. These
theories unfortunately reinforced already held beliefs about the dangers of vaccines even though a
vaccine was not available (Centers for Disease Control and Prevention, 2019). Vaccine misinformation,
which has become a politicized issue, especially in high-income countries is aided by bots (i.e., accounts
that use algorithms to produce automated content) and trolls (i.e., individuals who post provocative
content under obscured identities) and has been shown to impede the control of disease outbreaks
(Broniatowski et al., 2018).

Challenge and conclusions

Automated approaches that limit the spread of all types of misinformation during epidemics do not exist.
This is partly because the scale and prevalence of health misinformation on the Internet is unknown (Chou
et al., 2018). Information about transmission, prevention, treatments, and vaccines can also change over
the course of an epidemic as has been observed during the COVID-19 pandemic, making it more difficult
to target and correct. Misinformation can also be shared by trusted sources, including scientists, news
outlets, and government officials, particularly when confronted with new and unfamiliar diseases.
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Furthermore, the framing and dissemination of various types of health misinformation can change rapidly
as major actors adapt to new regulations and policies. For example, as platforms such as WhatsApp,
develop approaches to limit the spread of misinformation, major actors can move to other platforms with
less regulation. Also, as treatments are tested via clinical trials, the framing of misinformation about
treatments in some cases has shifted from the promotion of unverified medications to treat disease to
claims about the potential effectiveness of treatments under evaluation.

Social media platforms have widened the opportunity to access and share proven health information
and misinformation. Therefore, effective tools are needed for monitoring and quantifying the extent of
health misinformation on different platforms. One way of addressing this is the current approach of
recognizing the different types of misinformation and designing educational, ethical, and computational
interventions to reduce the spread. For instance, Google, Facebook, and other tech companies are taking
actions to combat misinformation by promoting credible information and removing misinformation from
their platforms (Jin, 2020; Shu & Shieber, 2020). WhatsApp has also limited the ease of forwarding
messages on its platform (Kazeem, 2020). Interventions focused on identifying and removing
misinformation from social media platforms could be more effective if they incorporate details on
patterns of misinformation during epidemics. For example, it is important to understand that there are
similarities and differences in the framing of misinformation on transmission, prevention, treatment, and
vaccination. These differences could aid algorithms designed to automate the identification and removal
of misinformation from such platforms.

Another approach to addressing misinformation is active education of the public by providing verified
information to populations most affected. For example, WhatsApp has collaborated with WHO and other
health organizations to develop bots for sharing the latest developments and accurate information. The
WHO chatbot responds to numbers and text. For example, texting “hi” to + 41 79 893 1892 on WhatsApp
will provide the full menu, which includes information on protection, myths, and travel advice (World
Health Organization, 2020b). Texting “1” to this number will provide up-to-date statistics on COVID-19.
The WHO also has a myth busters webpage that addresses misinformation about COVID-19 as it emerges
(World Health Organization, 2019). While these tools are necessary and valuable, tech and public health
experts need to be more proactive in educating vulnerable populations. This requires developing
contextualized approaches that take advantage of cultural and social values.

Lastly, itis also important to increase the public’s understanding of the possible adverse health effects
of misinformation (Snyder & Cohen, 2019). Health misinformation should be incorporated into digital
education curriculum to educate the public on how to find, assess, validate, and corroborate information
from trusted sources before adopting recommendations seen on social media platforms. While the public
can play a major role in limiting the impact of misinformation on the spread of epidemics, the
responsibility to lessen the effects of health misinformation should never be left solely to the individual.
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